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Affected products:

Product code / UDI:
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Required action:

Author:

Short summary

Vidal MMI Germany GmbH

Log4j Security Vulnerabilities (CVE-2021-44228 and CVE-2021-
45046)

MMI-AMTS-Service
MMI-AMTS-Service 1.1.0: PP11862AMTS.2a.17222.64
16-Dec-2021

Apply Patch version 1.1.1 and 1.1.2 (from calendar week 51)

BV crantwortliche Person (PRRC)

Vidal MMI Germany GmbH has become aware of a potential security issue due to the notification of
the Bundesinstitut fir Sicherheit in der Informationstechnik.

The security problem is caused by the logging library Log4j, in the versions 2.0 to 2.14.1 and version
2.15. MMI-AMTS-Service version 1.1.1 uses Log4j in version 2.12.1.

As a result of the vulnerability, it may be possible for hackers to execute their own programme code on
the target system and to compromise the server.

The following measures are to be taken by the customer/user

The security problem (CVE-2021-44228) must be fixed immediately by applying the provided patch
version 1.1.1 on the FTP server of Vidal MMI Germany.

The patch version 1.1.2 to fix the security problem (CVE-2021-45046), which affects Log4j version
2.15, will be made available in calendar week 51 2021 and must be applied immediately after it has

been made available.

Corrective actions by Vidal MMI Germany GmbH:

1. All customers will receive this product notification to be informed about the possible security

vulnerability.

2. Vidal MMI Germany GmbH will provide a software update on the FTP server accessible for the
customers, which will permanently fix the cause.
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Please inform all affected staff in your department about the content of this product notification and
store this information until all actions have been completed at your site.

We regret any inconvenience and thank you in advance for your cooperation.

Please contact our support team if you need further informations (Monday to Thursday 9am-4pm and
Friday 09am-3pm, excluding public holidays).

E-Mail: support@mmi.de
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