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URGENT Field Safety Notice 
Essenta DR Compact potential for data mismatch during file transfer protocol (FTP)  

 
11-August-2023 
 

 
 
Dear Customer, 
 
Philips has identified a potential cybersecurity issue with Essenta DR Compact Systems, which could 
result in unauthorized disclosure or modification of patient data. This URGENT Field Safety Notice is 
intended to inform you about: 
 
1. What the problem is and under what circumstances it can occur 
 

There is a potential cybersecurity issue with Essenta DR Compact Systems, which could result in 
unauthorized disclosure or modification of patient data. This issue may occur if a firewall is not in 
place, the file transfer protocol (FTP) is utilized, and the following sequence of events occurs:  
  

• Unauthorized personnel gains physical access to your facility  

• Your facility does not have a firewall and/or network segregation to isolate medical 
devices, and 

• The unauthorized person connects their device to the Essenta DR Compact system  
network at the specific time data is transferred (data is not continuously transferred). 

 

Under these conditions unauthorized access or modification of patient data is possible.    
 

2. Hazard/harm associated with the issue 
 

If unauthorized access occurs, the risk to users and patients includes potential for a mix up of 
patient images and/or patient names resulting in misdiagnosis.  The issue may also result in the 
need to re-scan the patient. 

 
3. Affected products and how to identify them 
 

     Identification of Impacted Systems: 
All Essenta DR Compact systems are impacted. The systems can be identified by the model name, 
which can be found on the system label (see red boxes in Figure 1).  
 
 
 
 
 

This document contains important information for the continued safe and proper use of 
your equipment 

 
Please review the following information with all members of your staff who need to be aware of 

the contents of this communication. It is important to understand the implications of this 
communication. 

 
Please retain this letter for your records. 
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URGENT Field Safety Notice Response Form 

 
Reference: Essenta DR Compact FTP Security Vulnerability (2023-PD-DXR-009) 
 

Instructions: Please complete and return this form to Philips promptly and no later than 30 days from 
receipt. Completing this form confirms receipt of the URGENT Field Safety Notice, understanding of the 
issue, and required actions to be taken. 
 
Customer/Consignee/Facility Name:     
     
Street Address:           
 
City/State/ZIP/Country:       
 
 

Customer Actions: 
Follow the instructions provided in Section 4 and Appendix A of this URGENT Field Safety Notice . 
 
 
We acknowledge receipt and understanding of the accompanying URGENT Field Safety Notice and 
confirm that the information from this notification has been properly distributed to all users of the 
affected systems. 
 
 
Name of person completing this form:  
 
Signature:        
 
Printed Name:        
 
Title:         
 
Telephone Number:      
 
Email Address:       
 
Date 
(DD/MM/YYYY):     
 
 
 
Please complete and return the response form to Philips promptly and no later than 30 days from 
receipt via email to: pd.cnr@philips.com. 
 

 
 
 
 
 
 
 






