
 
 

  

                  

Philips Reference #: 2023-PD-DXR-013   Page 1 of 6  

URGENT Field Safety Notice 
ProxiDiagnost N90 1.1 and ProxiDiagnost Upgrade 

 
Software Defects causing imaging issues during Radiography and Fluoroscopy examination 

 

 
 
05-December-2023 
 
Dear Customer, 
 
Philips has identified multiple issues with certain models of ProxiDiagnost systems that could pose risks for 
patients and users. This URGENT Field Safety Notice is to inform you about: 
 
1. What the problem is and under what circumstances it can occur 
 

Issue 1: Mixed Images: Philips has identified that the Radio Fluoroscopy (RF) viewer may also display a 
previous patient’s radiography (RAD) images when starting the next patient scan while the previous 
patient image export is still processing. If the issue occurs, there is a potential for incorrect patient data 
to be displayed in the image. 

 
Issue 2: Detector Access point: Philips has identified a security vulnerability specific to the Wireless 
Portable Detector configuration items in Philips Support Connect (PSC). Due to this vulnerability it is 
possible, with physical access to the system and knowledge of specific settings, to modify and export 
data to removable media (example: USB).  
 
Philips has identified additional software defects that may impact clinical workflow. Detailed 
descriptions and recommendations to customers pertaining to these issues are provided in Appendix A.  

 
There have been no reports of adverse events reported to Philips regarding the issues included in this 
letter as of October 2023.                                            
                                                           

2. Hazard/harm associated with the issue 
 
Issue 1: Mixed Images: There is a potential for misdiagnosis or wrong treatment if images of the same 
anatomical region are mixed up with a different patient. 

 
Issue 2: Detector Access point: If unauthorized access occurs, the risk to users and patients includes 
potential for a mix up of patient images and/or patient names resulting in misdiagnosis. The issue may 
also result in the need to re-scan the patient. 
 
 
 
 

This document contains important information for the continued safe and proper use of 
your equipment 

 
Please review the following information with all members of your staff who need to be aware of 

the contents of this communication. It is important to understand the implications of this 
communication. 

 
Please retain this letter for your records. 
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URGENT Field Safety Notice Response Form 
 
Reference: Software Defects causing imaging issues during Radiography and Fluoroscopy examination 
(Reference FCO70600110). 
 

Instructions: Please complete and return this form to Philips promptly and no later than 30 days from 
receipt. Completing this form confirms receipt of the URGENT Field Safety Notice, understanding of the 
issue, and required actions to be taken. 
 
Customer/Consignee/Facility Name:     
     
Street Address:           
 
City/State/ZIP/Country:       
 

Customer Actions: 
 

Follow the instructions provided in Section 4 and Appendix A of the Urgent Field Safety Notice letter. 
 
 
We acknowledge receipt and understanding of the accompanying URGENT Field Safety Notice and confirm 
that the information from this notification has been properly distributed to all users of the affected 
systems. 
 
Name of person completing this form:  
 
Signature:        
 
Printed Name:        
 
Title:         
 
Telephone Number:      
 
Email Address:       
 
Date 
(DD/MM/YYYY):     
 
 
 
Please complete and return the response form to Philips promptly and no later than 30 days from receipt 
via email to: pd.cnr@philips.com. 
 
 

 
 








